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HOW TO CHECK THE VALIDITY OF DIGITALLY SIGNED DOCUMENTS VERSION 1.1

LANKASIGN ISSUED ON 2157 AuGusT 2023

How to Check the Validity of Digitally Sighed Documents
(For Document Recipients)

When you receive an electronic document that has a digital signature affixed, it is
your responsibility to make sure that the signature on the document is a valid one.

How to Trust LankaSign Root & Intermediate Certificates in Adobe Acrobat:

This section is only a one time required setup.

1. Download LankaSign Root CA Certificate LankaSign Intermediate CA Certificate
From the below link:
https://www.lankaclear.com/knowledge-center/lankasign/#downloads

2. Extract both zip files and make a note of this folder path
3. Open Adobe Acrobat

4. Click === Edit === Preferences

o R R R R T S ——
Preferences ~

Categores
Dwptal Signatures

Commentny

Docurmnents Creaton & Agpearance

S Contred optice for tagnature Creation

G 4 * e Cre

S, = Set the appeaance of signatures within & document More..
Page Dupley

30 & Multimedhs Verfication

Accessibity

Adobe Onling Services » Contral how and when signatures are verfied YT
Emad Accounts

Foemas

Idereagy Idertties & Trusted Centfacates

Internet

JrvaScript + Create and manage identites f0r 5igneng VR

* Manage credentials used 1o trust documents

Langusage

Meazuring Q0)

Messunng (30) Document Timestamping

Meavwng (Geo)

Molteneda (legacy) « Configure timestamp terver ettogt =
Muteneda Trust (Jlegacy)

Reading

Revenny

Search

Securty

Securty Enhanced)

Logratizes ]
Spellng
Tracker
Truit Mansger
Unas
o Cancel
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5. Click on Signatures === More button belonging to “Verification” section

6. Ensure “Verify Signatures when document is opened” tick box is checked and
click on Ok.

r
Signature Verification Preferences

o

| V| Verfy signatures when the document is opened |

v When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verfying:
Use the document-specified method: prompt if unavailable
0 Use the document-specified method; if unavailable, use default method

Abways use the default method: | Adobe Deault Secuity v,
V| Require centificate revocation checking to succeed whenever possible during signature verification
V! Use expired timestamps

Ignore document validation information

Verification Time Verification Information
Venfy Signatures Using: Automatically add verification information when
saving signed POF:

O Time at which the signature was created
9 Ask when verfication information is too big

Secure time (timestamp) embedded

in the signature Always

Current time Never
Windows Integration

Trust ALL root certificates in the Windows Certificate Store for;
Validating Segnatures

v  Validating Certified Documents

Selecting either of these options may result in arbitrary matenal being treated as trusted content,
Take care before enabling these features,

: Help _ L]l { Cancel '
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7. Now click on More button belonging to “Identities and Trusted Certificates”
section

Preferences E
L ad
Categores: @ .é I o 5
Digital :
Commenting a
Docurnents el F]
Ful Screen h" Copy text
General » Ser uvs spper e LY SIGIIBILIES WRIINT 3 UULOITION 5
Page Daplay
30 & Multimedia Verificstion
Accessibibty % N i
Adobe Onfine Services = Controd how and when signatures are verified -Mou..
Email Accounts
Forms
Iderany Identities & Trusted Certificates
Intemet g i - o
Va5 + Create and manage identities for signing
Foscin = Manage credentials used to trust decuments More_.
Language
N | Messring 20)
Mesturing (GO) Document Temestamping
Meauring {Geo)
Meitenedsa (legacy) « Configure timestaenp server sethegs el
Midtinedia Teust (legacy) e
Reading
Ik Reviewing
Search
Security
ity (Enbanced) !
'
| Spelng '
Trackes
Trust Manager
N Unis
U
ok | [ coca |
]
. 4
H " = " H u "
8. Now click on “Trusted Certificates” and click on “Import
& Digital ID and Trust =]
TR T
v DigtalDs @ .¢ I I Export y Certificate Details € Remove
Roaming Il Certificate Issuer Expres g
Si LankaSign Reot CA 20321010 08:44:50 2
T Copy text Sign Root CA .
LAVrust Root Centfication Auth,,,  02703.0511:35:59 2
Windows Digtal D LAWRnast AcSign Certification Aut..  LAWtrust Root Certfication Auth.., 2022051711:13:39 2
LAWRrust AeSign Cestification Aut..  LAWNrust Reot Certffication Auth.,, 20300115 09:2203 Z
PKCS®11 Modulesa  LAWRrust Root Certification Autho..  LAWtrust Reot Certfication Auth... 20320516 16:10:18 Z -
LankaSign Root CA
LankaClear (Private) Limited
Issued by: LankaSign Root CA
LankaClear (Private) Limited

Valid from: 2017.10.10 08:44:50 Z
Valid to: 2032.10.1008:44:50 Z
Intended usage: Sign Ceruficate (CA), Sign CRL
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9. Now Click on Browse.

==

This dialog will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being impoerted.

Choose Contacts to Import -

Contacts
Name Email Remove
| L]
|
' —_—
| Search ...
Certificates
This list displays the certificates associated with the currently selected contact.
Subject Issuer Expires | Details ...
Trust ...

10. Now browse to the earlier noted folder path containing extracted LankaSign
Root CA and Intermediate CA certificates.

11. Select LankaSign Root CA Certificate === Click on Open

12. Note the LankaSign Root CA Certificate === Click on Import.
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r - — r — R
Choose Contacts to Impo_ w
o L P T — e =

This dialog will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.

Contacts
Name Email Remove
| @LankaSign Root CA |
u
|
Search ...
Certificates

This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires Details

i

- | tmport ||| Concel |

13. Click Ok on Certificate Import Complete message. Now you have successfully
imported LankaSign Root CA Certificate as a Trusted Certificate.

& Digitsl ID and Trusted Certificate Settings £
[~  DigtaliDs " Import % Export ¥ Certificate Details & Remove
| Roaming ID Accour  Name - Centificate suer Expires -
R Adobe Root CA Adobe Root CA 20030100 000723 2
DO Adobe Root CA G2 Adobe Root CA G2 2046.11,28 225250 Z
Windows Digtal s AKD QTSAL ¥IDCA 0224214 0353512
AKD Q - 20240907 100238 7
: PKCSS11 Modules s akp g mPort Complete - | »a2i1409s572 .
\ Trusted Centficates U import detaits :
\
1 isver contificatels) mported. (I
fe) Limited
‘ I
\
| ) Limited
‘ | ez
| : ] | A
‘ ’ Sign CRL
|
|
|
\
e v,
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14. Now Click on Import

—t

& Digital ID and Trusted Certificate Settings i i S

v  DigitelIDs 7 | ¥ 1mport | & Export ¥ Centificate Details & Remove
Roaming ID Accour  Name - Centificate lsuer Expires >
Dicital 1D Fil LankaSign Roct CA LankaSign Roct CA 20321010 08:44:50 2
gita sl LAWRrust AeSegn CAO2 <info@law.. LAWtrust Roct Certification Auth.. 20270308 11:35:59 Z
Windows Digital 1D LAWRrust AeSegn Certification Aut.. LAWtrust Root Cestification Auth..  202205171143:392
LAWtrust AeSegn Cestification Aut..  LAWIrust Roct Certification Auth..  2030.01.1509:2203 2
PKCS#11 Modulesa  LAWRrust Root Certification Autho.. LAWtrust Roct Cestification Auth.. 20320516 16:10:18 Z 9
‘ m »
LankaSign Root CA
LankaClear (Private) Limited
Issued by: LankaSign Root CA
LankaClear (Private) Limited

Valid from: 2017.10.10 08:44:50 Z
Valid to: 2032.10.10 08:44:50 Z
Intended usage: Sign Certificate (CA), Sign CRL

15. Now Click on Browse.

=— — - )
Choose Contacts to lmp_ g
- i — | RS —— =
This dialog will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.
Contacts
Name Email Remove
! i
i
i
Search .. |
Certificates
This list displays the certificates associated with the currently selected contact.
[ ]
Subject Issuer Expires Details ...
Help Import Cancel l
~ -
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16. Now browse to the earlier noted folder path containing extracted LankaSign
Root CA and Intermediate CA certificates.

17. Select LankaSign Intermediate CA Certificate === Click on Open.

18. Note the LankaSign Intermediate CA Certificate = Click on Import.

= =
Choose Contacts to Import

e —

L S —— —

)

This dialog will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.

Contacts
Name Email Remove
| = LankaSign Intermediate CA |
:
| .
Search .., |
Certificates

This list displays the certificates associated with the currently selected contact.

Subject

Help

Issuer

Expires

[ Import

R ——

l Cancel
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19. Click Ok on Certificate Import Complete message. Now you have successfully
imported LankaSign Intermediate CA Certificate as a Trusted Certificate.

@ - N’
(@) Digital ID and Trusted Certificate Settings a8
[~  OigaatiDs 7 @& Import ¥ Export | ’f‘ Certificate Details &) Remove
i Roaming ID Accour  Name < Certificate kssuer Expires ‘

s Adobe Root CA Adobe Root CA 2B3M90007:23Z

Ut hes Adobe Root CA G2 Adebe Root CA G2 2961128 229592
\ Windows Digital 1D;  AKD QTSAL KIDCA 20021244 09:53:51
\ AXD —— 20040917 100235 Z
: PKCSE11 Modules s Axp g (P01 Complete - 20021214 09:5547 2 -

« b ’

| Trusted Cestificates : Import details:
|

» uumuvlm‘(n) -mpnﬂ,

o ]

i Copy text

20. Make a note of LankaSign Root CA & Intermediate CA Certificates Close the
dialog box.

[ & Digital 1D and Trusted Certifcate Settings il
S ® 2 T =
«  Digital 1Ds / ~ e - ate Detaills & Remove
Roaming ID Accour  Name Bipres 2
s ; Lankscler Pt ini Copy text 2022.07.02 04:43:33 7
Digha( R e LankaSign It 20M1208070827 2
Windows Digital IDs LankaSign Root CA LankaSign Root CA 20321010 08:44:50 2
LAWtrust AeSegn CAD2 <info@law... LAWtnust Root Certification Auth., 20270308 11:35:59
PKCS#11 Modulesa  LAWIrust AeSegn Certification Aut...  LAWRrust Root Certification Auth., 20220517 13:13:39 2 -
Trusted Centficates » — ?
Manage My Trusted Certificates
Thus 15 a list of the trusted certificates that are available for your use on this computer.
Every digital signature includes a certificate that 15 used to determune whether the signature
15 valid and trusted
Use Edit Trust to specify the actions that a document signed with a particular certificate is
allowed to perform. Use Jmport 1o add a certificate to your list of trusted cerificates. Use
Export to share vour certificate with others, Use Certificate Details to see more mformation
about a particular certificate. Use Remove to delete a certificate from your list of trusted
certificates.
. -
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21. Click on Ok.

Preferences

Categories:

Digral Signatures
Commenting

Documents
Fufl Screen . ; .

Creation & Appearance

» Centrol options for signature creation |
Genersd « Set the appearance of signatures within 3 document \ e
Page Display

30 & Multimedia Venfacation
Accessibiity
Adobe Ordine Services + Control how and whan signatures ace verified Mose.. |
Email Accourns . -
Forms
Identiy Mentities & Trusted Certéficates
Intemet s PR
aSeri » Create and manage idertities for signini

:‘:.::: :;: + Manage cvdcnbgk used to trust dgcun?enh
Measuring (20)
Measurng (30) Document Timestamping
Meessrny (Geo)
Mudtimedia (legacy) « Configure timestamp server settings [7";'?
Madtimedia Trust {legacy) L .
Reading
I | Redewing

Search

Security

Security (Enhanced)
|| Sigratures
| | Speling

Tracker

Trast Manages
% | Unas

22. Now close the document.

P b e b .LB
S 1la1d ooy ROreon Tader Rel # 'C';' Segn In

wh e Q @ ! OO Q »w- T Q28D 4 B &
5 Tgrwd 00 o sputin wo Wi ' Sgrature Parel ]
!‘--—'| . I

s s -
\9 b’J (8!
& B rowre. v
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How to Check the Validity of Digitally Signhed PDF Documents:

1. Make sure your PC/laptop is connected to the internet.

2. Open the pdf document Click on Signature Panel.

o
More  Took Proves linder I % ) Sigain
w o6 Q & R OQ@ T i D A e
by s

3. Now check the validity statuses. The validation should happen automatically
and the above status showing in the Signature panel's message ribbon.

>  All signatures are valid:

Y 8 q 3 | IO NO)

L& Syred ol of wraten v seld

The Document has been signed by valid certificate and not edited after signed.

» Signed and all signatures are valid, but with unsigned changes after the
last Signature.

@ signm
& 0a A o1 & D G W &

Sa | y l Ry | [ /‘? e % 6 | Coe
'} P TR R N e O B T R PO T ) Q@ "o

“

The Document has been signed by a valid certificate but if the document edited after
signed, the above status showing in the Signature panel’'s message ribbon.
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> At least one signature is invalid.

ACIR" XY ol -

(1 oy Tnaw W AL Dy C‘) Sign In
B8 a r0O00 W KT B240 48 &
[R wranimse ]

D LankaClear (Pvt) Ltd m R teot! -
The Document has been signed by an invalid or revoked certificate.
4. If automatic validation had not happened for any reason, it will indicate a

problem. Click on Validate All. Skip steps 4 to 6 if all signatures are validated in
already appears in green color.

Mo forh Prninc Teoce Rel » M| -Ogra-Lent

Sgn v

P M a @ OB B K2 &9 y. b

Comment B/ZTTHBLTMAHZE® 55 % 1.?" . (O

‘. Sored oo 4 wyetiw aw vAe B e rwrer el e e we igredre m _vo

- - " - o
[E]+ Veatore A2

& ' 0)

“ s L Shgund by 1L e

5. Tick on Do not show this message again == Click on Ok.

- —— .
Adobe Reader @
3

. Are you sure you want to validate all signatures?
' This may take a while for large documents.

"I Do not show this message again;

OK Cancel ]

e A
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6. Click on Ok.

e LA Vew Wodos e
Home fools Arna- probaton e, ¥
w8 B Q ' R BO@® - P B ED
% Sgned and @l Bgnatures e vkt
7 grahart x
0 [
]~ Valdate All
4 o
%hvl\wﬂhlhu‘.-»l‘ botna <A ruma Fapapabo b be booc e e om > —_—
& i & — | . 5
N x . 2Conut Feader | —
) !b Rev. 2 Signed by T_M_|_fernande < Mo Fernandod | O I
o Comphans widimng 1f gneuic
&
[_J0c net show fin memage sgen
’
-
4
4

7. Click on drop down arrow under each signature and check the validity of the
certificate. Proceed only if the certificate is valid.

] CADT - (Intemal] D

= - _ e
File Edit View Sign ‘Window Help

Home Tools CAQT - (Internal) @ ..é T
'1{:5' C?J E e\ L Copy text @ @ @ ek -
ib Signed and all signatures are valid.
Signatures b4
(ke

[Z] = walidate All

@

" % Rew. 1: Signed by LankaClear Put LTD <sajith.bandara@lsnkaclear.com>

Signature iz valick

Docurnent has not been modified since this sgnatune was applied

: 1L DOt
':-III]I'\E'I.'E b} the current user
B povdlin,
Signing tirme is from the clock on the sSigner's computer. = s
Signsture iz LTV enabled [t
|[CPCPS amd
y Sigmature Detasls
L |
Last Checked: 2021.04.16 13:42:40 +05'30 O & S
Field: Signature? on page 1
Lhck to veew this verion NS
—————
E barelry oeTx
|pecifed md
Date & Sigma
1 REQU

Notes It's recommended to consider the document as invalid if there are subsequent changes
to the document after it's signed.
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How to Check the Validity of Digitally Signed Word and Excel Documents:

Note: Digital signatures can't be created or removed in Microsoft Excel Starter 2010
or Microsoft Word Starter 2010.

1. Make sure your PC/laptop is connected to the internet.

2. Open the Word or Excel Document file that contains the digital signature you want
to view.

3. Click File === Info === View Signatures.

4. In the list, on a signature name, click the down-arrow, and then click Signature

Details.
FILE HOME | INSERT | DESIGN | PAGE)-AVOLU_ACEEARMCEE _MADLRGE_ADSRY | VIEEW FORMAT Sajith Ban... ~ § )
o MARKED AS FINAL An author has me @ .é I :xr‘_— ting. Edit Aryway *®
o PROTECTED VIEW 8.0 careful—files f ou need to edit, Enable Eding %
it’s safer to stay ir .
. ' 2 Ed
il I Capy text Signatures v X
Please let me know if you are . ngs mn Ignc .

months. You can contact me at [your phone number or e-mail address]

like to know more about our orgamization, please visit our Web site at
[Web site address]. AG_. vavoa v

4207200

Segnature Setup...

Vaid signatures:

x Remove Signature
- . Sajith Bandara -
Sajith Bancan
Executive - [T Securty Solutions This document is signed.
. 30ned by: A_G_Sajith Gandan - Any edits made to this
[Your Name] document will invalidate the
[Title) digital signatures.

Leadn more about signatuses in
Office documents

PAGE1 OF 1 156 WworDs [}

5. From the Signature Details dialog box, you can determine the signature status

- 1 -,
Signature Details | O ==
- -
valid Signature @ P4 T T b echanged and the signer's |
— certificate is valis -
=

Signature Lype: 3

L Copy text

A 21 /2021

> Sajith Bandara

Sapth Bandara
Ewscutive - IT Securty Solutions
Signed by: A_G_Sajith BEandara
Commilmenl Type:
| Created this document
Purpoze for signing this document:

Testing

Signing as: A G Sajith Bandara

Iszued by: LankaSign Intermediate &

See the additional See information about i Al
signing information that the signer...
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Status of the Signature in Word and Excel.

Valid :- The certificate is trusted and isn't expired or revoked. The signed
content has not changed and the signer's certificate is valid.

* Invalid :- The certificate is revoked or the content signed has been altered.
» Recoverable error :- The signature isn't valid now but you might be able to
make it valid. The problem might be that you are offline, the certificate is

expired, or the certificate issuer isn't trusted.

» Partial signature :- A portion of a file is signed.
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